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Abstract

• The development of small wearables and tiny implantable devices that are tethered to 
mobile or desktop units have aided to realise the possibility of the Internet of Medical 
Things paradigm. 

• This presentation will review the three P’s, pervasive diagnostics, personalised medicine 
and persuasive technology in the context of an end-to-end healthcare value chain. 

• The future of IOMT is in the collection of discrete historical data and continuous real-
time data incorporating not only static data like one’s DNA profile but real-time 
behavioural biometrics like one’s brain and heart activity. 

• This presentation will emphasise the precautionary principle in considering the impact of 
IOMT on privacy and security. 

• Notions of secondary use of personal data, retrospective use, bodily privacy, body 
hacking, and ‘death by Internet’ will be discussed. 

• This presentation will be focused on raising awareness in biomedical device engineers of 
new end-user vulnerabilities posed by emerging devices within an uberveillance society 
for individual life sustainment and life enhancement.





Please join: IEEE Society on the Social Implications of Technology



The Three P’s x DMT: 
Pervasive D, Personalised M, Persuasive T

Pervasive Diagnostics

Personalised Medicine

Persuasive Technology





Otsuka and Proteus Digital Health® Resubmit Application to FDA for First Digital Medicine, 23rd May 2017



Source: https://journals.aps.org/prapplied/accepted/a9073Ae5P7d14b0da00e3c04340e72b8b4670ee64
Physics Review Applied 8, 014031 – Published 26 July 2017



Health related data from Samsung’s ‘S-Health’ application. Unknown to most is that Samsung has diversified its businesses to be 
a parent company to one of the world’s largest health insurers. http://www.samsung.com/au/business/industry/healthcare/

Mobile-based Digital Health Snapshots



Enter the Notion of Uberveillance (2006)

• Who? Where? When? What?

• If I know:
• who you are (ID, IMEI, biometric)
• where you are (GPS, wi-fi, proximity card, implant)
• what condition you are in (temp, speed, distance, time)

then I can denote what you are doing (intent)

• “Human activity monitoring”

Condition
Location
Identity













Two videos

• FDA approves the VeriChip [from 2004]
• https://www.youtube.com/watch?v=SsqsLm6yMgw
• Length: 4 min 35 sec

• Andrew Thompson of Proteus Health [from 2014]
• https://www.youtube.com/watch?v=tZs7g-DDp0I
• Length: 3 min 12 sec

https://www.youtube.com/watch?v=SsqsLm6yMgw
https://www.youtube.com/watch?v=tZs7g-DDp0I


So What’s Changed in a Decade?

• Size of the devices and platforms
• Ingestible computing, Wearable computing, Mobile computing, Cloud computing

• Pharma has traditionally created “things” (e.g. drugs to help people get 
better or to sustain life)

• Now those “things” can be “digital objects” on the Internet (IOMT)
• Right at the beginning of a wave of “digital drugs” customised for 

individual use cases



Bruce Schneier on Security and IOT

• “All computers are hackable… The industry is filled with market 
failures that, until now, have been largely ignorable. As computers 
continue to permeate our homes, cars, businesses, these market 
failures will no longer be tolerable. Our only solution will be 
regulation, and that regulation will be foisted on us by a government 
desperate to "do something" in the face of disaster… We also need to 
reverse the trend to connect everything to the internet. And if we risk 
harm and even death, we need to think twice about what we connect 
and what we deliberately leave uncomputerized. If we get this wrong, 
the computer industry will look like the pharmaceutical industry, or 
the aircraft industry. But if we get this right, we can maintain the 
innovative environment of the internet that has given us so much.”

B. Schneier. (February 1, 2017, March 18, 2017). Security and the Internet of Things: Schneier on Security, 
https://www.schneier.com/blog/archives/2017/02/security_and_th.html





“Barnaby Jack could hack your 
pacemaker and make your heart 
explode.”

Vice, June 25, 2013



“St Jude sues short-seller over 
heart devices allegations.”

Reuters, September 7, 2016





Exemplar technological system, streams (S) and processes (P).

The figure above illustrates a system that includes points for which a single failure will cause the system output to 
fail. This system also includes cases where a combination of two (or more) failures will need to occur 
simultaneously in order to cause the system output to fail, generally describing redundancies designed into the 
system as duplicates of sub-systems, whose design redundancy can be represented by “OR” gates.

In situations where technological configuration is a significant contributor to end-user's vulnerability, an exposure 
metric becomes a valid method of evaluating the “vulnerability that can be attributed to the technological 
system.”



Potential Risks Acknowledged by FDA in 2004

• The FDA discussed the potential risks to health 
associated with the VeriChip. In a document published 
in 2004, the FDA stated as follows.

• “The potential risks to health associated with the device 
are: adverse tissue reaction; migration of implanted 
transponder; compromised information security; failure of 
implanted transponder; failure of inserter; failure of 
electronic scanner; electromagnetic interference; 
electrical hazards; magnetic resonance imaging 
incompatibility; and needle stick.”



“Implantable medical devices 
market to reach USD 49.8 billion 
by 2024.”

Implantable Medical Devices Market by Product Type (Orthopedic, Dental 
Implants, Breast Implants, Cardiovascular Implants, Intraocular lens, and 

Others) and By Material (Metallic, Ceramic, Polymers, and Natural) 
http://globalhealthintelligence.com/news/implantable-medical-devices-

market-to-reach-usd-49-8-billion-by-2024/



“Cops use pacemaker data to charge 
homeowner with arson, insurance fraud
Police called pacemaker data an 'excellent 
investigative tool' that provided 'key pieces 
of evidence' to charge a man with arson 
and insurance fraud.”

Networked World, January 30th, 2017

* Secondary use of personal data





Personal Information Privacy, Bodily Privacy, 
Behavioural Biometrics Applied Data Ethics
• What personal information do I consent to give out about myself and 

to whom? Complex models. “Whole of body” and “whole of life” 
approaches.

• Proposal for the Bodily Integrity Act (2007)
• Who owns pacemaker data? Who can have access? Manufacturers 

alone?
• How much is too much data collection?

• Visual analytics, text analytics, human activity monitoring

• Privacy and security by design techniques (Cavoukian 2016)



Consumer Acceptance & 
Perceived Social Implications
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