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Medical Device & Industry Cybersecurity
Is the risk real?
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Vulnerabilities 
in the News

• Do you want to be next?
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FDA Warnings 
and Recalls
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Attacks on 
Networks

• If the network you’re on, 
is compromised, how is 
your device affected?

• Operations

• Monitoring

• License Control
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Fair Warning 
to Do Your 

Part
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Baking Security Into 
Your Products

Dave Saunders -- Galen Robotics, Inc.



A Robot Alone, 
Isn’t a Product

Today’s tech medical devices should be online to 
provide the customers with a richly integrated 

experience



Mantra
There is no security but the security you make.

Michael W Wellman, CEO, Virgil Security
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Our Mission and Responsibility

Protect
• Take steps to add cybersecurity consideration to the design and development process

• Identify all points of potential vulnerability and employ best efforts to secure them

Detect
• Build intrusion detection (when possible) into the architecture

• Perform penetration testing regularly

Inform
• Inform the public when something unexpected happens with production equipment
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Addressing Vulnerabilities
Multiple Contexts

Cybersecurity

HIPAA"Part 11"
”Records and 
Documents”
Verifiable and 
Correct Version

Network & 
Access 

Vulnerability

Patient
Information

Protected
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The Basic Robot
A basic “slave” and “master” robotic 
architecture. 

Similar to many medical devices – A 
“brain” communicates with, 
coordinates & controls combinations 
of sensors and “actors” 

How does data flow between them?

Man in the middle 
vulnerability?
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Today’s Market Expects More IT Integration for 
Medical Devices

Activation, Service, 
Monitoring

Robot, Controller & 
Workflow UI

Hospital EHR

Planning and 
Procedure Review
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Open 
Ports?



Today’s Market Expects More IT Integration for 
Medical Devices – more risks for vulnerabilities

Activation, Service, 
Monitoring

Robot, Controller & 
Workflow UI

Hospital EHR

Planning and 
Procedure Review

Potential 
Vulnerabilities
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Open 
Ports?



InfoSec Strategies

• Do assume the network you’re on is not secure
• Encrypt and authenticate whenever possible

• Don’t assume your only risks are network-based

• Do remain vigilant and make 

• Don’t assume those with physical access to your device will only to the “right thing”
• Be creative with failure modes for unexpected events; they’re not always done with ill-intent

• E.g., what if someone tries to charge their phone with an open USB port on your system?

• Your device brings a greater benefits to patient care and the Industry as a connected part of 
the IOMT ecosystem, than sealed away
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Get Help
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https://www.dhs.gov/isao



Learn Best 
Practices
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https://www.nist.gov/sites/default/files/documents/cyberframew
ork/cybersecurity-framework-021214.pdf
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