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Medical Device & Industry Cybersecurity

Is the risk real?
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Pharmaceutical giant rocked

by ransomware attack

By Hamza Shaban and Ellen Nakashima =

Decoding Intemnet Security: Ransomware

DECODING

INTERNET SECURITY:

P> Play Video 2:24

Here is what you need to know about ransomware: software that locks down your files
and demands payment to release them. (Sarah Pamass, Dani Player, Daron




22y U.S. FOOD & DRUG

ADMINISTRATION

Home | Food | Drugs | Medical Devices | Radiation-Emitng Products | Vaccines, Biood & Bigiogics | Animal & Velerinary | Cosmetics | Tobacco Products
Medical Devices

Home » Medical Devices » Medical Device Salety » Safety Communications

Cybersecurity Vulnerabilities of Hospira Symbiq
Infusion System: FDA Safety Communication

f
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Date Issued: July 31, 2015
Audience: Health care tacilities using the Hospira Symibiq Infusion System

Davice: Symbig Infusion Systemn, Version 2,13 and prior versions

This Hespira Syrmbiq Infusion System is a computerized purnp designed for the continuous delivery of general
infusion therapy for i broad patient pepadation,

It is primaily used in hospitals, or other acute and non-acute health care faciities, such as nursing homes and
outpatient cane canters. This infusion system can communicate with a Hospital Information System (HIS) via a
wired or wireless connection over facility network infrastructures.

Purpose:

The FDW is alerting users of the Hospira Symbig Infusion System 1o cybersecurity vulnerabiities with this infusion
pump. We strengly enceurage that health care facilities transition to attemative infusion systems, and discontinue

Medical Devices

Home > Modcal Dovices » Medical Dovico Satoty » Safety Communications.

Cybersecurity Vulnerabilities Identified in St. Jude

017 Satety Gemmurications Medical's Implantable Cardiac Devices and
2010 ety Cemmuniations Merlin@home Transmitter: FDA Safety
Communication
fowe in M@ PN O S PNT

Date Issued:
January 8, 2017

Audience:

« Patients with a radio frequency (AF)-enabled St. Jude Medical implantable cardiac device and corresponding
Merlin@home Transmitter

» Caregivers of patients with an RF-enabled St. Jude Medical implantable cardiac device and corresponding
Merlin@home Transmitter
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Federal Register
Vol. 78, Ma. 33

Tuesday, February 19, 2013

Presidential Documents

Title 3—

The President

Executive Order 13636 of February 12, 2013

Improving Critical Infrastructure Cybersecurity

By the authority vested in me as President by the Constitution and the
laws of the United States of America, it is hereby ordered as follows:

Section 1. Policy. Repeated cyber intrusions into critical infrastructure dem-
onstrate the need for improved cybersecurity. The cyber threat to critical
infrastructure continues to grow and represents one of the most serious
national security challenges we must confront. The national and economic
security of the United States depends on the reliable functioning of the
Mation's critical infrastructure in the face of such threats. It is the policy
of the United States to enhance the security and resilience of the Nation's
critical infrastructure and to maintain a cyber environment that encourages
efficiency, innovation, and economic prosperity while promoting safety, secu-
rity, business confidentiality, privacy, and civil liberties. We can achieve
these goals through a partnership with the owners and operators of critical
infrastructure to improve cybersecurity information sharing and collabo-
ratively develop and implement risk-based standards.

Sec. 2. Critical Infrastructure. As used in this order, the term critical infra-
structure means systems and assets, whether physical or wirtual, so wvital
to the United States that the incapacity or destruction of such systems
“nd assets would have a debilitrfing impact on securi* r *° - 1 econamic
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Fair Warning

to

Do Your
Part



Baking Security Into
Your Products
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A Robot Alone,
lsn’t @ Product

Today’s tech medical devices should be online to
provide the customers with a richly integrated
experience




There is no security but the security you make.

Michael W Wellman, CEO, Virgil Security
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Our Mission and Responsibility

Protect

® Take steps to add cybersecurity consideration to the design and development process

® Identify all points of potential vulnerability and employ best efforts to secure them

Detect

® Build intrusion detection (when possible) into the architecture

® Perform penetration testing reqgularly

Inform

® Inform the public when something unexpected happens with production equipment
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Addressing Vulnerabilities
Multiple Contexts

Network &
Access

Vulnerability Cybersecurity

h

"Records and

Documents” "Pa rt 11" j HIPAA Patient

Verifiable and Information
Correct Version Protected
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The Basic Robot

‘\

Man in the middle
vulnerability?

A basic “slave” and “master” robotic
architecture.

Similar to many medical devices — A
“brain” communicates with,
coordinates & controls combinations
of sensors and “actors”

How does data flow between them?

.




Today’s Market Expects More IT Integration for
Medical Devices

Activation, Service,
Monitoring

Planning and
Procedure Review

Dave Saunders -- Galen Robotics, Inc.

Hospital EHR

"

Robot, Controller &
Workflow Ul

Open
Ports?




Today’s Market Expects More IT Integration for
Medical Devices — more risks for vulnerabilities

“aspital EHR
)
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InfoSec Strategies

Do assumethe networkyou're onis notsecure

® Encrypt and authenticate whenever possible
Don‘t assumeyour only risks are network-based
Doremainvigilantand make

Don‘t assume those with physical access to your device will only to the “right thing"”
® Be creative with failure modes for unexpected events; they’re not always done with ill-intent

® E.g., what if someone tries to charge their phone with an open USB port on your system?

Your device brings a greater benefits to patient care and the Industry as a connected part of
the IOMT ecosystem, than sealed away
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Z= Official website of the Department of Homeland Security Contact Us | QuickLinks | Site Map |

DA Homeland
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How Do I? Get Involved

ﬁ > Topics > Cybersecurity > Information Sharin > Information Sharing and Analysis Organizations (ISAOs) Share [ E

momationsharnganaanass  [Nformation Sharing and Analysis Organizations
rganizations
(ISAOs)

ISAO FAQ America’s cyber adversaries move with speed and stealth. To keep pace, all types of organizations,

ISAO Engagements

including those beyond traditional critical infrastructure sectors, need to be able to share and

respond to cyber risk in as close to real-time as possible. Organizations engaged in information
sharing related to cybersecurity risks and incidents play an invaluable role in the collective cybersecurity of the United
States. However, many companies have found it challenging to develop effective information sharing organizations—or
Information Sharing and Analysis Organizations (ISAOs). In response, President Obama issued the 2015 Executive Order
13691 directing the Department of Homeland Security (DHS) to encourage the development of ISAOs.

Expand All Sections

https://www.dhs.gov/isao G Et H e | p
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Framework for Improving
Cntical Infrastructure Cybersecurity

Version 1.0
National Institute of Standards and Technology

February 12, 2014

https://www.nist.gov/sites/default/files/documents/cyberframew
ork/cybersecurity-framework-021214.pdf
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Learn Best
Practices
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