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Purpose of Today

• To discuss the network engineering and 
regulatory requirements needed to 
successfully implement medical devices in a 
clinical engineering environment



Background

• CISO of Temple Health for ~8 years

– Starting September 12, will be the Executive 
Director of Information Security and Compliance 
at IU Health

– Implemented multiple clinical engineering 
solutions at Temple Health

– Worked with multiple vendors to improve and 
standardize security as part of service delivery



What are we looking for?

• Reference Architecture that maps to real-world 
environments

• Setting expectations for maintenance and management
– Upgrade paths using current platforms

– Ability to monitor it for alarms and issues

• Good communication on vulnerability management
– Proactive processes for catching bugs in development 

process

• Documented design processes using industry standard 
algorithms for encryption
– Privacy and Security in the process, not at the end



What are we trying to avoid?

• Data Breaches

• Crippled Networks

• Cascading Failures

– Unable to update other clinical applications due to 
dependencies

– Unable to update web browsers (IE 11)

– Unable to update or patch operating environments

– Unable to upgrade platforms due to obsolete 
operating systems



Real-World Reference Architecture

• We live in a world of architectural complexity
– Guest Wireless

– Multiple Network Management Devices

– Virtualization

– Software-Defined Networking/Segmentation

– Firewalls

– IDS/IPS

– Security Information and Event Management (SIEM)

– Electronic Medical Records (EMRs)

– Expectations to Monetize EMRs



What Are We Looking For?

• Reference implementation architectures that 
reflect the real world
– Recommendations for network segmentation 

implementation

– Firewall rules required

– Wireless security support
• Specifically WPA2 Enterprise Support

– Rules for Network Access Control devices

• Collaboration with us to test!



What are we looking for?

• Virtualization
– Support for VMWare
– Support for Network Virtualization

• Collaboration with Infrastructure Vendors
– We’ve spoken with VMWare.  They are willing to work with 

third-party vendors
– Other vendors, such as Network Access Control 

manufacturers, firewall vendors, etc.
– Anti-virus and Anti-malware vendors

• Many health systems are afraid to test due to thinking AV software 
is going to break yours

– SIEM
• We want to know when something is wrong



What are we looking for?

• Secure by default configurations
– Capsule by Qualcomm Life has done a great job of 

shipping a device that is secured by default
– Give us minimum necessary information to operate 

and document it
• I  shouldn’t have to ask you repeatedly for this

– Unique passwords for a device or group of devices
• If I can Google your device’s admin password or get it from 

the support site, it’s not secure

– Support for enterprise authentication
• Active Directory, Kerberos, two-factor authentication for 

critical admin functions



What are our goals?

• Support out of the box for our networks and security
• Support for a high variety of infrastructure

– New Infrastructure

• Plan it right the first time
– We want Implementations to be quick, painless, and 

planned

• Do it right the first time
• Reduce Guesswork
• Give us the tools we need to enforce Minimum 

Necessary (HIPAA and HITECH)
• Keep your implementation engineers active!



What do we want to avoid?

• Hacks to make your equipment work
• Devices that don’t get delivered to us in a secure 

state
• Lack of Planning

– We do not want to delay customers
– We want these devices on the network quickly
– We don’t want your engineers blaming security when 

it’s really planning and researching
– We want to improve the perception of security in 

Clinical Engineering by emphasizing planning and 
change management



Setting Expectations

• We often get devices delivered to us that have 
manuals attached, but no expectation of how 
we are to maintain them

• Medical Devices need to be maintained 
properly to stay in a secured state

• This is a HIPAA and HITECH requirement to 
minimize risk

• We also have Joint Commission requirements 
for Disaster Recovery and Business Continuity



Setting Expectations

• We have budgeting issues as well
– Hospitals are traditionally low-margin businesses

– Over 25% of US hospitals, according to the 
American Hospital Association in 2012, have 
negative operating budgets

– The age of physical plant has also increased 20% 
over the past several years

– Poor planning and unexpected maintenance take 
money out of capital and operating pools meant 
for patient care and other projects



What Happens?

• We can’t maintain devices properly due to 
insufficient staff or monies allocated

• Biomed/Clinical Engineering Systems are 
unmaintained due to lack of resources or funds

• Eventually, we end up with obsolete operating 
systems and application software 
– Chock Full of Vulnerabilities we can’t fix because the 

business case was not designed to handle the 
processes required to maintain the system

– We end up with systems that add risk, not value to the 
organization



Setting Expectations

• What do we want?
– Expected operational plans, based on Full Time 

Employees, for maintaining systems and devices to 
HIPAA/HITECH standards
• Daily, Weekly, Monthly, Quarterly, and Yearly Tasks with 

expected FTE allocations

– Expected Periodic Product Update Schedules
• Again, with FTE allocations

• Expected commitment to keep device, application, and 
supported operating environments up to date

– Expected operational budgets based on device



Setting Expectations

• What else do we want?
– Instructions on how to maintain the system to 

HIPAA/HITECH Standards
• How to determine user rights?

• How to determine user activity and export it?
– As we have more cases of data breaches, we need to be 

precise in how we investigate

• How to patch and maintain systems and devices

• How to integrate this data with a Security Information 
and Event Management (SIEM) or breach for tracking of 
events



What else do we want?

• Expected tasks for server maintenance

– Patching

– Keeping OS current

– Keeping Server-Side applications current

– What alarms and events do we need to look for?

• System Health

• Storage

• Processor Usage

• Network Performance



What do we want?

• Clear Explanation of Maintenance on the 
documents/quotes that the executives sign

– CIOs, CFOs, and CEOs need to understand:

• Capital Costs

• Operating Expenses

• Expected Maintenance/Security costs

– Remember, they see a quote and that’s the price 
that goes up for capital budgeting!



Vulnerability Management

• We want to be notified when your product or a 
third-party component has a vulnerability

• We need to understand the criticality of the 
vulnerability

• We need to plan to patch

• This needs to be a regular event
– Microsoft – Patch Tuesday

– Oracle – Quarterly Patches

– High Touch EMR Vendor – Customized to customer’s 
rollout plan



What is our expectation?

• Based on the operational plans we just spoke of earlier, a regular 
patch schedule
– Publish your definitions of Low, Medium, High, Critical

• If there’s no patches needed, issue a statement of “no patch”
• If there’s an emergency, we want to be notified immediately of 

what actions to take
– We understand that we may not be able to immediately patch
– However, we want to mitigate the vulnerabilities
– Provide us with mitigation instructions
– High Touch EMR Vendor calls us when their patches come out if they 

are high or critical
– High Touch EMR Vendor also plans out our update schedules with us



What is our expectation?

• Plan for Change Management
– Package your vulnerability remediation steps into a 

plan and package we can use
• Give estimated times for:

– Installation (per device and server)
– Testing
– Preparation/Packaging

– Assume that we are going to send this to our Change 
Advisory Board

– Assume that we will need to defend and demonstrate 
the allocation of resources to mitigate risk

– Assume we have to justify downtimes to our staff



Documented Design Processes

• Why are we asking for this?

– HIPAA/HITECH – If we cannot prove that an 
exploited software vulnerability has not 
potentially compromised, all records are 
considered to be in breach

– We are seeing a number of vulnerabilities in third-
party libraries

• OpenSSL

• Glibc



Documented Design Processes

• We also want to make sure that code and 
interfaces meet Minimum Necessary 
requirements under HIPAA

– We need to see use cases to prove this

– We can’t have “extra” data that we do not know 
about

– We need to develop protection profiles based on 
data elements, protection used, and transmission 
methods



Standard Modeling Processes

• Standard modeling/design processes such as the 
Waterfall method don’t explicitly take data, 
views, or privacy into account

• Unified Modeling Language (UML) and Object-
Oriented Design processes do associate data with 
use cases
– UML can be used as a good starting point to show 

how data and processes interact 

– Can be used to design minimum views of data for 
actors that need it



DevOps, Agile, and other items we 
cannot use

• Due to HIPAA and HITECH, we need to show 
documented processes that:
– Mitigate Risk

– Show a good documented design

• DevOps and Agile, while they have good 
intentions, don’t work for programs that need 
to be audited
– Lack of documentation and process makes it hard 

to “prove the negative” on vulnerabilities



Two items we can use

• Continual Integration
– The process of continual integration with tools such as Apache 

Jenkins allows for automation of the entire build process
– It also allows for integration of better security support 

processes:
• Static and Dynamic Code Analysis
• Integrated Unit Testing
• Vulnerability Analysis

– These processes also generate log files that show the process, 
making everything more auditable

– Combined with good change management, code review, and a 
good issue tracking system, this gets you most of the way to 
being more compliant!



Two Items We Can Use

• Build Often
– This allows you to get code into the hands of 

customers more quickly

– We want to be able to help you test code and resolve 
issues

– We also know it’s a big shift in methodology, however 
it gets you thinking about evolution
• Think Microsoft and Windows 10, and how it has evolved to 

(literally) become Linux-like in its evolution

– We want you to be able to keep the build chain 
current and be more responsive to issues



Standard Libraries

• We also want to see more use of standard 
libraries for common functions such as 
encryption and security
– It makes it easier for us to test and integrate your 

systems

– It makes it easier for you to issue security patches and 
releases

– Due to HITECH Breach Notification Rule, if PHI is 
encrypted using an algorithm that isn’t a verified one, 
all the records protected by it are considered 
breached



What’s our total goal?

• We want to see a better partnering between 
hardware/software vendors and their 
customers (us)

• We want to work with you to improve your 
products

• We want you to work with us to make them 
easier to use and maintain more securely



Questions?

• ????


