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People Care About the Privacy of Their Health Data

• 62% lack confidence that their provider was 
appropriately securing their patient data.

• 22% don’t trust the business associates (BAs) of 
their healthcare providers
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Sweat Sensors Will Change How 
Wearables Track Your Health
Your sweat may bring medical diagnostics to Fitbits and Fuelbands
By Jason Heikenfeld
Posted 22 Oct 2014 | 15:00 GMT Photo: Getty Images
Sweat, ick. It betrays our nervousness, leaves unsightly blotches on our clothes, drips down our 
faces, and makes us stink. Sure, it cools us when we overheat, but most of the time we think of it 
purely as an inconvenience.
We may soon, however, learn to like our sweat a lot more—or at least what it can reveal about our 
health. We’d certainly prefer giving a doctor a little sweat to being punctured for a blood test—or 
even providing a urine sample—as long as we didn’t have to run a mile or sit in a sauna to do it. And 
if sweat could provide constant updates about our bodies’ reactions to a medication, or track head 
trauma in athletes, we might just start to appreciate it.
Sweat contains a trove of medical information and can provide it in almost real time. And now you 
can monitor your sweat with a wearable gadget that stimulates and collects it using a small patch 
and analyzes it using a smartphone—that is, if you visit my lab.

Using sweat to diagnose disease is not new. For decades, doctors have 
screened for cystic fibrosis in newborns by testing their sweat. And in the 1970s several

http://spectrum.ieee.org/biomedical/diagnostics/sweat-sensors-will-change-how-wearables-
track-your-health
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http://thehackernews.com/2015/10/device-see-through-wall.html
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RFID in Health Care 2015 Report
Earlier this month, RFID Journal held its 10th conference and exhibition for the health-
care sector. View the presentations from the event.
By RFID Journal

Dec 13, 2015—Radio frequency identification technologies are being deployed at numerous 
hospitals and clinics around the world to improve asset-utilization rates; manage inventories of 
implants, drugs and other high-value items; reduce the incidence of lost and stolen equipment; 
improve patient flow; decrease medical errors; increase hand-washing compliance; and achieve 
other significant benefits. To help medical facilities learn how they could benefit from deploying 
RFID, RFID Journal hosted its eighth annual RFID in Health Care conference and exhibition on 
Dec. 2-3, in San Francisco, Calif.

RFID in Health Care 2015, cornerstone-sponsored by Cardinal Health, presented case studies 
from several organizations already using RFID, in order to help attendees from the health-care 
sector determine the best technology for their needs, learn best practices from early adopters, 
find the right technology partners and move forward with deployment. This year's conference 
attracted 100 attendees, with sessions covering a variety of applications relevant to health-care 
organizations, such as tracking assets, managing inventory, monitoring patients, preventing 
objects from being left behind during surgery, ensuring patient safety and optimizing supply 
chain management.

This year's event featured a new co-located seminar, RFID for Medical Device Management, 
gold-sponsored by Terso Solutions. This seminar was designed for medical device 
manufacturers looking to use RFID to monitor and manage their products, as well as for 
hospitals and clinics that need to track instruments and ensure their proper use and sterilization. 
Presenters explained which RFID tags work on specific types of medical devices, along with the 
software required to manage such devices effectively.
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State Farm Plans to Get Inside Your Head While You’re Driving — and Put a 
Price on It
AMY DANISEOctober 7, 2015 Auto Insurance, Insurance
Sometimes other drivers can make you crazy. Maybe you’ve gestured to 
boneheaded motorists, safe in the anonymity of your car and the flow of traffic. 
Perhaps you’ve let your anger at other drivers get the best of you at times 
because there’s no one else in the car to judge.
But State Farm is on the case. It has developed plans to monitor your every 
move while you’re driving, measure your emotions, detect angry behavior and 
deliver stimuli such as music to calm you down.

The plans, as revealed in a patent application, would combine biometric 
measurements with automotive data to create a “total impairment score” that 
could be used to set customized car insurance rates.
“Every year many vehicle accidents are caused by impaired vehicle operation,” 
says State Farm in its application, recently filed with the U.S. Patent and 
Trademark Office. “One common kind of impaired vehicle operation is agitated, 
anxious or aggressive driving.”
Are you sweating, yelling or waving your arms while you drive? State Farm’s 
“emotion management system” would use a variety of sensors and cameras to 
monitor your biometrics, including:
Heart rate
Grip pressure on the steering wheel
Body temperature
Arm movement
Head direction and movement
Vocal amplitude and pattern
Respiration rate

https://www.nerdwallet.com/blog/insurance/state-farm-driver-emotions-price-car-
insurance/
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The TrapX report singles out two examples of where existing security measures failed 
to protect the healthcare organization in question; and in each case the protective 
measures being used by the hospital were either too late or missed the attack 
completely.

Blood Gas Analyzer
The first example focuses on a hospital that, by all accounts, didn't have any problems 
on the network. According to the report, the hospital had a "strong industry suite of 
cyber defense products. This included a strong firewall, intrusion detection (heuristics 
based), endpoint security and antivirus and more.“ …

Radiology
The second example involves a picture archive and communications system (PACS) in 
the radiology department of a different healthcare organization. The hospital had the 
same defenses as the previous example. However, as was the case before, while 
things looked clean, TrapX discovered differently once they began monitoring….

http://www.csoonline.com/article/2931474/data-breach/attackers-targeting-medical-
devices-to-bypass-hospital-security.html
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June 2015:
Earlier this year, Rios went public with information about a different security 
issue with Hospira’s LifeCare pumps.

This one involved drug libraries used with the pumps, which help set upper and 
lower boundaries for dosages of intravenous drugs a pump can safely 
administer. Because the libraries don’t require authentication, Rios found that 
anyone on the hospital’s network—including patients in the hospital or a hacker 
accessing the pumps over the Internet—canload a new drug library that alters 
the limits for a drug.
At the time he publicly disclosed the library vulnerability, Rios told WIRED that 
he had not yet found any vulnerabilities that would allow him to actually alter a 
drug dosage, though he was working on it. But he now acknowledges that 
he had found these more serious vulnerabilities in the LifeCare pumps at the 
time and had in fact reported them to Hospira and the FDA last year. At the time 
he hadn’t yet tested a Plum A+ pump, however.

http://www.wired.com/2015/06/hackers-can-send-fatal-doses-hospital-drug-
pumps/
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September 2015:
The researchers located medical devices by searching for terms like "radiology" 
and "podiatry" in Shodan, a search engine for finding Internet-connected 
devices.
Some systems were connected to the Internet by design, others due to 
configuration errors. And much of the medical gear was still using the default 
logins and passwords provided by manufacturers.
The researchers studied public documentation intended to be used to set up the 
equipment and found some frighteningly lapse security practices.
The same default passwords were used over and over for different models of a 
device, and in some cases a manufacturer warned customers that if they 
changed default passwords they might not be eligible for support. That's 
apparently because support teams needed the passwords to service the 
systems.
The researchers focused on equipment from GE Healthcare, but they said they 
could have picked any company. GE is "one of the more progressive" vendors 
and responded quickly when the flaws were pointed out, they said.
They built a word cloud showing the most frequently used logins and passwords 
for GE's products, which looked like this.

http://www.pcworld.com/article/2987813/thousands-of-medical-devices-are-
vulnerable-to-hacking-security-researchers-say.html



Incidents & Research Findings

Jerome Radcliffe: Insulin Pumps and 
Continuous Glucose Meters Risks
• Replay Attacks

• Method: Capture and repeat packet

• Impact: Incorrect Values or DoS

• Limitations: Physical Range, Can’t manipulate 
values(yet)

• Denial of Service

• Method: “Jamming” legitimate signal

• Impact: User would get no values from CGM

• Limitations: Physical Range, Non-Critical functions

• Injection Method: If you can reverse the format, you 
can construct a sensor transmission. Listen and 
catch TX ID, then retransmit with fake data portion 

• Impact: User inputs incorrect values into insulin 
equation. Too much/too little insulin.

• Limitations: Human Intelligence, Gut Feeling, 

Experience. Currently unknown data format. 
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https://media.blackhat.com/bh-us-
11/Radcliffe/BH_US_11_Radcliffe_Hack
ing_Medical_Devices_WP.pdf

https://media.blackhat.com/bh-us-
11/Radcliffe/BH_US_11_Radcliffe_Hacki
ng_Medical_Devices_Slides.pdf



Incidents & Research Findings

• Alexa/Echo Hacks: 

• Apple’s ResearchKit: Hasn’t 
been hacked, but depends 
entirely on cloud security. It's 
mostly biometric data specific 
to the areas of research 
where the software is 
currently being used: asthma, 
Parkinson's, diabetes, breast 
cancer, and cardiovascular 
disease. Here's the full table 
of the personal data 
ResearchKit collects:
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http://www.techtimes.com/articles/104
029/20151106/see-amazon-echo-
used-control-wheelchair.htm



Incidents & Research Findings

From Shelby Kobes’ graduate study research (shelby@kobessecurity.com)
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• Medtronic 2090  
• Bought on ebay for $200
• Interacts with pacemaker using  programming head 

and magnet
• Unencrypted hard drive 
• No password protection 
• Simple deletion allows for retrieval after deletion 
• Company updated device with out confirming location 

or reason 
• Data from over 50 patients was still active on the 

device 

• Information below represents data that was found on 
the device. 

• Along with patient data  was Medtronic rep information 
that would allow me to social engineer hospitals if 
needed.   



Sample of 
Undeleted  
information 
from the 
device 
purchased 
from ebay

Incidents & Research Findings



In 2016, OIG will examine whether FDA’s oversight of hospitals’ networked 

medical devices is sufficient to effectively protect PHI and ensure beneficiary 

safety. Computerized medical devices, such as dialysis machines, radiology 

systems and medication dispensing systems that are integrated with EMRs 

and the larger health network, pose a growing threat to the security and privacy of 

personal health information. Such medical devices use hardware, software and 

networks to monitor a patient’s medical status and transmit and receive related data 

using wired or wireless communications.



Needed Privacy & Security Controls

• Transparency

• Access Controls

• Privacy & Security Signals/Indicators

• Logging Activities: Access details, changes, software & 
hardware updates, etc.

• Privacy Screens / Camouflaging

• App Security

• Cloud Security

• 2+ Factor Authentication (SmartThings uses single factor)

• Strong encryption

• Updateable 

• Others…
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Helpful Resources

For more information about health and medical device security and privacy see:
• Health Data in the Internet of Medical Things Infographic: 

http://www.privacyguidance.com/files/Privacy_Processor_Health_Data_infographi
c.pdf

• New FDA Draft Guidance: Post-market Management of Cybersecurity in Medical 
Devices: 
http://www.fda.gov/downloads/MedicalDevices/DeviceRegulationandGuidance/G
uidanceDocuments/UCM482022.pdf

• HIPAA and Hacking Medical Devices: 
https://www.youtube.com/watch?v=_aqOOPUwJhE

• Medical Device Security & Privacy Checklist: http://privacyprofessor.org/medical-
device-security-privacy-checklist/

• IEEE P1912 Privacy and Security Architecture for Consumer Wireless Devices 
Standards Working Group – The standards created could be used within health 
and medical devices: https://standards.ieee.org/develop/wg/P1912_WG.html

• Hey, Developers! Save Privacy in the IoT Explosion: 
http://privacyguidance.com/blog/hey-developers-save-privacy-in-the-iot-
explosion/

• How businesses can reduce wearables security & privacy risks: 
http://privacyguidance.com/blog/how-businesses-can-reduce-wearables-security-
privacy-risks/
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